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MODELLING SOFTWARE COMPLEX FOR WEB
USER PERSONAL DATA VERIFICATION

Abstract. This article has resolved an important scientifask of modelling software complex of
computer and linguistic verification of web comntynmhembers’ accounts personal data. Methods for
verification of Ukrainian web community memberstisedemographic characteristics on the basis of
computer-linguistic analysis of web community mesibaformation tracks were suggested. Software
complex for verification of web members’ socio-dgraphic characteristics as based on results of the
computer-linguistic analysis of web communitiesitemt was developed. Effectiveness and efficiehcy o
use of the developed methods and means for sdkéhkg in web communities administration is proved
by approbation of software complex of computer Bimglistic verification of web community members’
accounts personal data.
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dating siteq"LoveUA", "FindLove.in.UA", “12 Kisses”,
“Dating foreigners website”) and web forums

Virtual community stored a huge database ofUkrainian forum of programmers “Replace.Org.Ua”,
information and profiles, which contain a lot oftala “Domivka. Net”, “The first web site of the Ukraina
about the web user [1]. The auditorium of webcommunity in Italy”)is urgent task for virtual community
communities is a large number of individuals retgssl administrators [11], police [12, 13], private detees
of age, gender, occupation, education, ethnicibgias (services that have been increasingly needed by ase
status etc., who in order to register need tdrfith form global environment Internet) and individual useraofy
with their personal information. Today, the nedgsef information resource. Verification and setting otlw
verifying of web community users’ personal dat&’]J2s ~ Users’ personal data who performs illegal actitwas are
the up-to-date problem. The importance of thisaese Offensive to opponents from psychological [14],
lies in verifying basic socio-demographic charastiss ~financial, legal angle, in particular, who levidadkmail
of communities’ user based on comprehensive asabjsi [15], sends hate mails, spreads false and aspersion
information track of web users which gives arinformation and conduct other electronic bullying.
opportunity to the identifying socio-demographiofile
of web user. Each socio-demographic charactereitic Age category is chosen for specified age validation
web user is defining by analysis of linguistic feas in , \irtual community member due to a number of

communication between virtual community users. Thﬁnportant factors: the presence of real onlineatsdo
difference in style of writing posts by web commyisi | iemet users with the age of 6 to 17 years (thedede
members is the basis for developing effective misfal  yigciosure of personal confidential informationcess to
verifying of accounts personal data. content that do not meet age peculiarities and radise
Background study affect the physical and_mentgl health of the childjne
abuse, internet marketing crimes, etc.) and thel rfiee
For virtual Community user data validation, in mdescreening age group of children who have apphed or
to improve virtual communities’ management and t@jready are virtual community member, that is idth
improve target techniques in online advertisingrisugh  only for adult web space users.
to analyze such basic socio-demographic charaiteris The characteristic features of a virtual identitg a
[8-10]: Age; Education; Sphere of activity; Gendergelf-expression and experimentation with the aimade
Geographic location. a definite impression on the users of the virtual
Obtaining data from real users of social netWOfkingommunity and this is pecu”ar especia”y to grcg\ﬂ'{ge_
pages("Facebook”, "Twitter", "Habrahabr", "Google+", The problem of age differentiation is that the
etc.) the popular online newspapers and magazing$enetration rate of children is increasing in \tu

Introduction

Socio-demographic characteristic: Age
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communities, which are intended for adult user§orum "Lvivmama" et al.and for men"Man Forum",
communication, and this destroys communicativEorum "Antybabskyy site" etc.administrators of these
atmosphere of community and vice versa, children acommunities need to enter a strict gender division.
increasingly claiming to be adult users. This sitwacan "Virtual gender change'{17], that is a web user
lead community administrator to criminal chargescreation identity of the opposite sex, it is comnoonthe
Examples of web communities for teenagers’ onlintnternet and is caused by the following factorsttees
communication are’Student Forum | UNIVER-SITY", impact of cultural gender stereotypes, expressibn o
"Chat for teens", chat "Teenager", "Chat for tegriSust homosexual tendencies or transsexual or diffuselegen
chat" and for adults "Our jokes with Peppexfid others. identity. So-called virtual sex change is more fiacto
men due to several reasons: desire to control and
manipulate others, for women it is easier to gép hed

Many community administrators require virtual . )
. ) . attract attention, desire to power over other ntéem,
community users to follow certain conventions ofbwe . .
study of the relationship between sexes and get new

communication. Web communication convention . -
o . . experience of Internet communication.
depends on the objective goal and projected saenafi

Socio-demographic characteristic: Education

the virtual community owners. An important factorthe Socio-demographic characteristic: Geographic
possibility of participating in a virtual communifg a location
high literacy level of virtual community memberyé of Detect locating of web user with no verificatiortala

higher education and skills. The method of scregniron computer IP-address of the virtual community
illiteracy and with low education level virtual comnity member is possible using special software tools
member will significantly reduce the time and finmh (CNGeoip, GeoLite Country, GeolLite City, IpGeoBase,
costs, and managers' efforts to moderate virtuBeolp etc.)that can determine the belonging of IP-
community. In order to screen illiterate virtualaddress to the level of countries and cities.

community member it required to classify all udeyshe . ,
level of literacy, which will help to determine thigely Software complex mOde“'?]'g fO!’ web users
level of each virtual community member educatian. | personal data verification

the task automation research of detecting errattseitiext Socio-demographic characteristics [18-21] are

are only considered character errors. Error arslgat determined by markers contained in a specialized

data consolidation that were conducted Py SCi‘*mtiStclictionary. The structure of the dictionary develdp
allows us to offer the errors typology and to digsssers according to scheme of lingvo-communicative indicsit

in the order of education level. For modelling information scheme was chosen the

Socio-demographic characteristic: Sphere of Barker’s notation.
activity The information scheme of vocabulary and software
A participant in a greater or lesser degree cagpmplex for web users personal data verification is
belong to several areas of interest, as the impiatte shown in Fig. 1, and comment on their content dued t
content creation in web communities serve a divectif ~ key attributes.
education, professional activity [16] and rangéntdrests The essence oéntity "Web-community member"
in spare time. However, the result of the analysigo contains all the necessary information about web-
determine the scope of activity of virtual communit community member.
member. In the general scope of activities aresiflad Attribute "Status" contains information about the
as science fields in the following areas: natucirces; presence or absence of validation of socio-demdgrap
social sciences; formal science. This divisiondsdnl on characteristics of web member. Attribute can teke t
analysis of web community members Internefollowing values: verified or not verified.
communication with different scopes of activities. The essence a@ntity "Socio-demographic profile”
In web-community moderation that is intended fogontains generated socio-demographic portrait df-we
communication between members of certain areage th€ommunity member on the basis of verified SDH. For
many questions appear about level of professianalisexample, this attribute can take the following eslu
ethical principles, so filtering of web users bppe of reliable results and equivocal result and falsaltes
activities is a necessary and important task fe th ~ The essence of thentity "Information content”
administration of this community (government, pglic contains contributed by the web community members
portals) to improve the virtual community position. information which is well structured [22-25].
. . . The essence atity "Information track'is the set
Soao-demographp characteristic: Qendgr , of all consolidated data by virtual community memsbe
In order to avoid gender conflicts in virtual and the results of their communication activities.

communities [17]. That are intended fc_>r women The essence of thentity "Account"contains data
(Lviv. Women's Forum “Cult of Beauty", "Girls chat", that participant pointed out in his account.
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Web-community member Information model of vocabulary of socio-demographic markers
e ) SDCh Value
Code of information track 41D Linguistic and communicative
* Code of socio-demographic . indicator
[ |profile Nan:|e i 4 ID Indicative feature
* Status * Designation of value
sDch * Name of indicator # 1D
l *SDCh ID * Designation of indicator Name of feature
Socio-demographic profile * Parameters * Code of SDCh * Designation of feature
#1D * Weight coefficient
* Rules of application
 Userame user Matkcis * Code of inz’:cator
* Value of SDCh b )
O G 0
chs:r(::t:::‘ﬁzfraphlc Socio-demographic * Name of marker
B characteristics * Definition
* Level of reliability of o . .
ification result P #ID Designation of marker
et * Name of characteristic * Code of indicative features P
* Designation of SDCh : T\IP'e of marker
Information track * ID of SDCh value . welehtioh marl.(er
* Type of analysis Level of analysis
#1D * Note * Note
* Code of account
* Code of content -I
Content
Reliability of verification #I1D Web-community
Account 41D * Web- t)_mmumty <
* Discussion
#I1D * Code of account * Post
* 1D of data block * SRKB of web-member
* Code of web-memeber * Fullness of account
| * Adequacy of data * Relevance of content Post
* Relevance of personal data A #I1D
Data block * Technical correctness Discussion * Title
#1D * Administrative powers * Body of post
* Name of Data block * Activity #1D L< * Author
* Text * Anonymity * Name * Discussion
* Graphical material * Quantity of posts * Date

Figure 1 — Entity—relationship model of software $ocio-demographic characteristics verification (Ba's notation)

The main feature of this essence is an attribute Entity "Post"contains data contributed by the web
"Adequacy of data" that contains information abt& forum posts, which are part of surveys and disoussi
level of probability analysis account of virtual The essence ofentity "Reliability verification
community member to reference account of web useesults” contains data on the reliability of the
based on real and relevant information about thieali  verification result socio-demographic characterssti
community member. Attribute "Rules of web community” includes

Moreover, the level of adequacy depends on thaformation about the level of compliance system of
reliability of the results of computer-linguistioaysis rules of communicative validation of virtual comnityn
of information track of virtual community member. members and this attribute, depending on compliance

The essence oéntity "Data block" containing with the rules of the system.
personal information of web-community users. These  Attribute "Fullness account" includes information
data are structured according to belonging thekiside about the importance of weighting coefficientsirfi
the account. level account of web user, providing the amount of

Attribute "Name of block" who can take thepersonal data in the account.
following values: Basicinfo, Edulnfo, Workinfo, Attribute "The relevance of information content"
Contactinfo, Fotolnfo and Interestsinfo. contains information about the degree of relevaoice

Attribute "Text" and_attributes "Graphic material" content web community [26].
depending on the type of information containing all Attribute "Relevance of personal data" includes
personal information web users that needs to clitsck information about the level of relevance of persaiada
reliability. For example, in contact informatiorobk of in an account.
web user — Contact Info (Igor Paslavskyi) may cionta Attribute "Technical correctness account" includes
the email addresses of the personal social netmgrkiinformation about the importance of weighting
pages and websites, in which the web user createsefficients of technical correctness.

content, so, attribute "Text" can take the follogvin Attribute "Admin Powers" contains data on
values: ICQ: 78316866, Website: http:administrative powers [28] of web community.
[lwww.linux.org.ua. Attribute "Activity web user" contains information

The essence daéntity "Web communityprovides about the activity level of web user. The possildkies
data on the virtual community, social and demogi@phfor this attribute: active author, a frequent autho

characteristics of users which require verification passive and episodic author.

The essence @ntity "Discussion”include themed Attribute "Anonymity of web user" includes
online chat of web user, members are all registereldl information about the level of anonymity [29] of e
forum audience. community members.
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Conclusion socio-demographic profile by forming sets of indara

based on result of computer-linguistic analysisveb

In t.h|s article an analy§|§ of actual developmergnembers, information tracks is developed.
tendencies of web communities as a part of a global The software complex for verifying socio-

system of social communications is carried out. demographic characteristics of web community
Conceptual determination of the socio—demographirchembers which includes  specialized  socio-

characte.rlstlcs Of_ a wer community member angemographic markers vocabulary, is developed.
substantiate of their selection are suggested. The software complex allows implementing

The_ uge of spcio-demographic prpﬁle of a Wet?jecision support system for professionals in web
personality in applied tasks of WWW, its Componentﬁommunity management in the field of processing
and demand for it building for effective adminisioa personal data.

tasks in web communities are analyzed. Effectiveness and efficiency of use of

Model of a specialized socio-demographic markertshe developed methods and means for solving tasks i
vocabulary, which is integrated into software coepl \ o, communities administration is proved by their
of personal data validation, is created. Model Oéspprobation

software for verification of a web community member
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Penensent: 1-p TexH. HayK, mpod. A. M. [lenemumun, HanionansHuit yHiBepcuteT “JIbBiBChKa motiTexHika”, JIbBIB.

®eqymko Conomisa CrenaHiBHa

Kanguaar TeXHiYHUX HayK, aCUCTEHT KadeIpH COoLlialbHUX KOMyHiKauiil Ta iHpopMaLiiHoi aisuibHOCTI,
orcid.org/0000-0001-7548-58

Hayionanenuii ynisepcumem “ Jlvgiecoka nonimexnixa”, Jlvsis

MOJIEJTIOBAHHSI ITPOTPAMHOTI'O KOMILJIEKCY BEPU®IKAIII MEPCOHAJTBHUX TAHUX
KOPUCTYBAYIB IHTEPHETY

Anomauia. Y cmammi po3e’ a3ano easiciuee HAyKoee 3a60aHHs — MOOENIOBAHHS NPOSPAMHO20 KOMNAEKCY KOMN' 10mepHo-
JiH2GICMUYHOT nepesipKu 00CMOBIPHOCH COYIANLHO-0eMOSPADIUHUX XAPAKMEPUCMUK YHACHUKA 8€6-CRitbHOMU. 3anponoHo8ano
Memoo eepuirayii coyianbHO-0eMOSPaADIUHUX XAPAKMEPUCTNUK KOPUCIMYBAYi6 8IPMYATbHUX CRITbHOM YKPAIHCbKO20 CeeMeHma
Iumepnemy 3a Oonomozoro KoOMN'IOMEPHO-NIHSGICMUYHO20 aHAni3y iHGopmayitinux cridie Kopucmyeayie [umepunemy.
Pospobreno npoepamnuii komniexc eepugpixayii coyianbHo-0emocpa@iunux Xapakmepucmuk Y4acHukd 8eO-cnileHomu Ha
OCHOBI  KOMN' I0OMEPHO-NIHe8ICMUYHUX MemOo0i6 NepegipKu  O00CMOGIPHOCI  MACU8Y KOPUCMY8AYLKO20  IHPOPMAYIiHO20
nanosnenns Inmepuemy. Pezynomamugnicmvs ma egekmugHicmb UKOPUCMIANHS PO3POONEeHUX Memodie ma 3acobie 0ns
BUPIWEHHs 3a0a4 AOMIHICMPYBAHHs GIPMYANbHUX CHLIbHOM 008€0eHi anpobayiero npoepamHo2o KOMNIEKCY KOMN I0mMepPHO-
JIiH28ICMUYHOI nepesipku 00CmosipHocmi coyianbHo-0emozpapiunux xapakmepucmux kopucmyeauvie lumepuemy.

Knwowuoei cnosa:. eepudbikayia, npozpammuuii Komniekc, xKopucmyeaui Inmepnemy, nepconanvui O0ami, coyianvHo-
odemozpagiuni xapakmepucmuxu, 6eo-cniibhoma
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Kananzar TeXHUYECKHX HayK, aCCHUCTEHT Kadepbl COLMANIbHBIX KOMMYHHUKAIMI 1 HHPOPMALIMOHHOMN IeATeIbHOCTH,
orcid.org/0000-0001-7548-58

Hayuonanvnviii ynuseepcumem "JIveosckas nonumexnuxa", Jlb6os

MOJEJIUPOBAHUE NPOI'PAMMHOI'O KOMIIVIEKCA BEPUOHUKALINHU ITEPCOHAJIBHBIX JTAHHBIX
MOJIb3OBATEJIE UHTEPHETA

Aunomayusn. B cmamve pewiena 6adxCHeUwlas HAYuHAA 3a0aua — MOOEIUPOBAHUE NPOSPAMMHO20 KOMNIEKCA
KOMNbIOMEPHO-TUHSBUCIMUYECKOU NPOGEPKU OOCMOBEPHOCHIU COYUATbHO-0EMOSPAPUYECKUX XAPAKMEPUCMUK YYACMHUKA 6€0-
coobwecmesa. Ilpeonoscen memoo eepupurayuu coyuarbHO-0eMoSPaAPUUECKUX XAPaKMePUCmuK YUaCmHUKO8 SUPMYATbHbIX
coobujecms YKpauHckozo ceemenma Hnmepnema ¢ nomowjplo KOMHbIOMEPHO-TUHSEUCIIUYECKO20 AHANU3A UHGOPMAYUOHHBIX
cnedos noavsosamenell 8eb-coodbujecms. Paspabomarn npocpammmwili KoMnieKkc eepuurayuu coyuanbHo-0emMoepapuyecKux
XApaKxmepucmux y4acmnuka 6e6-cooouecmsea Ha OCHOBe KOMNbIOMEPHO-TUH2BUCUYECKUX MeMO008 NPO8epKU NOOIUHHOCHU
MACCUBA  NONL30BAMENLCKO20 UHPOPMAYUOHHO20 HANOIHEHUs 6e6-coobwecms. PesyibmamuHocms u  pdexmusHocms
UCNONL306AHUA PA3PAOOMAHHBIX MemO0008 U CPedCme 0.5l peulenuss 3a0a4 AOMUHUCMPUPOBAHUS BUPIYATIbHBIX CO0OWecms
00Ka3amvl anpobayuell npospamMmHo20 KOMNIEKCA KOMNbIOMEPHO-TUHSBUCUYECKOU NPOSEPKU O0CHOBEPHOCIU COYUATLHO-
demozpapuueckux Xapakxmepucmux yiacmuuka 6e6-coodoujecmed.

Knrouesvie cnoea:. sepuduxayus, npocpammnuiii Komniaekc, noaviosamenu Humepuema, nepconanvhvle OaHHble,
COUUANbHO-0eMOZpahuuecKue XapaKmepucmuxu; 6eo-coodouiecmeo
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