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CYYACHI TEXHOJIOT'Ti TECTYBAHHS I BAXHCTY BEB-CTOPIHOK

Anomauia. Buxopucmannsn 6e0-cmopiHOK NpakmuuHo 6 ycix cgepax cyudacHoz2o cyCRiibCmea 3YMOBIIE
nioguuyenHs IXHboi AKOCMI AK 3 MOYKU 30pY NOBHOMU MA 3PYYHOCHI KOHMEHMY, MAK i 3 MOUKU 30py be3nexu.
Ananiz cyyacnux 3azpo3s besneyi 6e6-cmopiHok 0as 3moey sudinumu maxi: Injection; Broken Authentication;
Sensitive Data Exposure; XML External Entities; Broken Access Control; Security Misconfiguration; Cross-
Site Scripting; Insecure Deserialization; Using Components with Known Vulnerabilities; Insufficient Logging
& Monitoring. Ilpoananizoéano memoou 6Oopomvbu 3 HagedeHumu 3azposamu. Pexomendosano
301liCHIOBAMU NEPesipKy 8eb-callmie Ha 6paziugicmsv 3a 00NOMO02010 maxux cxkawepig: Scan My Server,
SUCURI, Qualys SSL Labs, Qualys FreeScan, Quttera, Detectify, SiteGuarding, Web Inspector, Acunetix,
Netsparker Cloud, UpGuard Web Scan, Tinfoil Security, Observatory.

Kniouosi epaznugicmey  6e0-cmMmopinoK; 3azpo3u 0Oe3neyi eed-cmopinok;

cnosa: eed-cmopinka;

iHcmpymenmu 0713 aQHAI3Y 3aXULEHOCTI 86€0-CIOPIHOK; MeCMY8aHHA 6€H-CMOPIHOK

ITocTanoBka npodiaemu AHaJIi3 0CTaHHIX J0CIiIXKeHb

st ycix XTO X0Y SIKHMOCh YMHOM NPHYETHHH JI0
Mepexi [HTepHeT, Oyab TO KOpHCTYBau, pO3pOOHUK YH
3aMOBHUK, IHTaHHS Oe3neku BeO-pecypciB TOCTaE
Jocuth roctpo. [leprr HiXk BU3HAYMTHUCS SK 3aXHIIATH,
MOTPiOHO 3’SICYBATH Bifl YOT0 caMe HEOOXITHO 3aXUIATH
cBOi BeO-CTOPIHKH, CBOI IIEpCOHaNBHI AaHi Ta iH. To0To
3’sicyBaTh sIKI BHAM XaKEPChKMX aTak Ha CHOTOAHI €
HaWIIONIMPEHIIIUMHA  Ta 3

KOO MCTOIO

iHpopMarliero,

BOHHU

30IMCHIOIOTEC. Bogogiroun  Takoro

MOXXHa CKJIACTH HH3KY 3aXOMdiB s JOCSTHEHHS
MaKCHMAaJILHOTO PiBHS 3aXHUINEHOCTI BeO-pecypciB.
Bpaxosyrouun cy4acHUM CTaH PO3BHUTKY
iHpOpPMaLiHHIX TEXHOJIOTIH, 3’5CYEMO 3a JIOTIOMOTOI0
AKAX TPOTPaMHHMX 3ac00iB  MOXKHa TIE€PEBIpUTH
0e3MeYHICTh BIACHUX BeO-CTOPIHOK Ta OE3MEYHICTh THUX

Be6-pecypciB, SAKUMU MU 4aCTO KOPUCTYEMOCH.

Ta myOJaikaunii

3a gammmu The Web Application Security
Consortium HaiNOMMPEHIINMH BPa3IMBOCTSIMU BeEO-
nmonatkie € Cross-Site Scripting, Information Leakage,
SQL Injection, Insufficient Transport Layer Protection ta
Fingerprinting HTTP Response Splitting [2].

3a knacudikamiero Google [3] MoKHa BHOKPEMUTH
TaKi THUIHN aTak MPOTH CaHTIB:

— Gibberish Hack — micnst 3mamy 3m0BMHCHUKH
OGarato  CTOpiHOK 3

ABTOMAaTUYHO CTBOPIOIOTH

HESIKICHUMHU 3MICTOM 1 MHOXXHHHMMHU BXOJKEHHSIMU
KITIOYOBUX (hpa3; Taki CTOPIHKH MOTPAIISIOTH B 1HAEKC
Google; mpu cmpobax mepexony Ha TOAIOHI BeO-
pecypcu, KOpUCTyBadi epeHapaBIIIOTECS Ha 1HIII BEO-
CTOPIHKH, SIKi HE MAalOTh BiHOIICHHS 10 iH(MopMAaIlii,
MPEJICTABICHOI B IOIIYKY.
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Ingpopmamuszayin suwoi oceimu

— Japanese Keywords Hack - micns araku
IHTEpHET-310/1ii TEeHEePYIOTh MHOXHHHI CTOPIHKH 3
iMEHAMH KaTaJoTiB 1 YHIKQUIPHUMH TEKCTaMH; 3a
paxyHOK MIPOCTaBIISTHHS MOCWJIaHb Ha TApTHEPCHKI
IHTepHeT-Mara3uHu 3 MigpOoOJICHUMH ToBapaMu OpeHIy
3MIACHIOETBCS MOHETH3AIlisl IMX CTOPIHOK; 1HOmI
006JTiKOBI 3amicH xakepiB moaarThest B Search Console
SIK BIIACHHKIB CaMTiB.

— Cloaked Keywords Hack — na 3mamanomy caiiTi
BUKOPHCTOBYETHCS IIKIJUIMBAa  TEXHOJIOTs, 3a
JIOIIOMOT'0I0 SIKOT MacCKy€eThbCsl HESKICHHH KOHTEHT abo
(OpMYIOTECSI THIIOBI CTOpiHKM 3 moMmikoio 404; Ha
TaKAX pecypcax y BeNHYE3HiH KUIBKOCTI CTBOPIOIOTHCS
JIONaTKOBI CTOPIHKH, J€ B TEKCTaX MPUCYTHI MPUXOBaHi
KITIOYOBI ()pa3u i MPUXOBaHI MOCWIAHHSI, CaMi TEKCTH
mo30aBieHI OyIb-IKOTO CCHCy; Mi CTOPIHKH 1HOJI
MICTSITh OCHOBHI €JIEMCHTH IIa0JIOHY 3 OPUIiHAIBHOTO
caiiTy, TOMYy Ha IEpUIMA INOMNIAX BOHU MOXYTh
BUTJISIIATH SIK 3BUYAHI YACTHHH LITBOBOTO CaHTYy.

Hwuska nitepatypaux mxepen [1; 10 — 12] naBoxuTs
taki Tunm BebG-atak: Injection, Cross-Site Scripting
(XSS), Broken Authentication and Session Management,
Insecure Direct Object References, Cross-Site Request
Forgery,  Security  Misconfiguration, Insecure
Cryptographic Storage, Failure to Restrict URL Access,
Insufficient Transport Layer Protection, Unvalidated
Redirects and Forwards.

Merta crarTi

OueBUAHO, IO BOJIOMIHHS I1H(POPMALIE MI00
3arpo3 B iHTEPHET-IIPOCTOPI Ta METOIIB 3aXHCTY BiJ] IIUX
3arpo3 CHpHUs€ MOKPAIIeHHIO SKOCTI BeO-CTOPIHOK 3
TOYKH 30py Oe3nmeyHocTi. OCHOBHOIO METOKO CTaTTi €
MepestiKk HAWMONIMPEHIIINX Ha ChOTOHI 3arpo3 Oesrmerri
BeO-CTOPIHOK, KOPOTKE PO3’ICHEHHs LUIAXIB BIUIMBY iX
Ha OesmevHy pobOoTy BeO-CTOpiHOK; M00ip METOHiB Ta
IHCTPYMEHTIB NePEeBipKH BeO-CTOPIHOK Ha 3aXMIICHICTS 1
JEMOHCTpaIlist iX poO6oTH.

BukJiax ocHOBHOro MaTtepiany

BcecBiTHROIO ~ HENMPUOYTKOBOKO — OJIATOMIHHOIO
OpraHi3alli€ro, OPIEHTOBAHOIO HA ITiJBUINCHHS O€3IeKH
mporpamaoro 3abesmedenHss OWASP (Open Web
Application Security Project) mpoaHami3oBaHO COTHI
THCSY  BUMNAJKIB Bpa3NUBOCTEH  BeO-TOJATKIB  Ta
CKJIAJICHO CMUCOK HaWmommpeHimmx 3arpo3 [1].

1. Injection. 310BMHCHUK MOXE KEpyBaTH BeO-
JI0aTKOM, 3MIHIOBATH KOMaH/IH, 110 MOJAI0ThCS 10 HOTO
migicucTeM, HaacunaTu aeopmoBani 3anutu. Haioimpmr
Bimomumu cepen 1mux arak € SQL Injection. 3 ix
JIOIIOMOT0I0 3JIOBMUCHHMK MOXE YBIHTH B CHUCTEMY SIK
aZMiHICTpaTOp, HAaBITh HE BOJIOJIIOYM IApPOJIEM.
BuxopucToByroun mo iHGOPMAIiI0 3TOBMHCHUK MOXKE
BHKpAacTH CEKpeTHy iHdopmariito abo rpomri, 3MiHUTH
abo creprtu nmani. OkpiMm SQL Injection Bigzomi LDAP

Injection, XPath Injection, Command Injection, SMTP
Injection. AHOManbHI JaHi MOXYTh CIIPOBOKYBaTH
BUKOHAHHSI HEHABMHUCHHUX KOMaH/I IHTEPIPETaTOPOM.

2. Broken Authentication. BinbmiicTs IOZATKIB
BHMAraloTh Bil KOPHCTyBadiB ayTeHTH(]IKamii 3
BHKOPHCTAHHSAM JIOTIHY Ta Mapojs, TOOTO MepII Hix
BUKOPHCTOBYBATH PECypc KOPHCTYBad Ma€ BBECTH CBIiH
JOTiH Ta mapoib. Y Takid cucremi ayreHTH(iKamii €
HU3Ka HEJOJIKIB 1 3TOBMHCHUKH LM KOPHUCTYIOTHCS.
3JI0BMHCHUK, SKHH 3MIr Bragatv JiiCHHH mapoJib,
3MO’Ke BUKOHATH Oy[b-sIKi MTii Bil iIMEHI KOPHCTyBaya.

3. Sensitive Data Exposure. CekperHi mani
3a3BUYail MOBMHHI OyTH 3axuileHi IMU(pyBaHHIM Ta
iHmUMK  KpunTorpadivaumu  anroputMamu.  OjHak
Iy’Xe 9acTo MH(PYyBaHHIM HEXTYIOTh 200 BHKOHYIOTbH
Woro He y MOBHOMY O0O0cCs3i, IO [Ja€ MOXKIHUBICTBH
3JI0BMHCHUKAM 3aXOIUTH KOH(ieHUilHY iH(popMallilo,
SKy BOHHM HE NMOBHMHHI MaTH (TapoJii, KpeIUTHI KapTKH,
ocobucty iH(popMarito Ta iHII KpUTHYHI AN Oi3HeCy
naHi). J1o 3arajnbHUX HEJIOMIKIB HAIEKHUTh BUKOPUCTAHHS
clabkux  KIMoYiB  MmU(pPyBaHHS,  HENpaBHIbHE
BHUKOPHCTAHHS MIPOTOKOITY, HEZIOTPUMAHHS CTaHJaPTHUX
AITOPUTMIB Ta MPOTOKOIIIB IIH(PYBAHHS.

4. XML External Entities (XXE). locuTb dacto
MporpaMu MaroTh OTPUMYyBaTd Ta 00pobmaTn XML-
JOKYMEHTH Bin KopuctyBauiB. Crapi abo moraso
HajmamroBaHi XML-mapcepu  MOXYTh  YBIMKHYTH
¢yakmiro XML, 1m0  Ha3WMBAE€ThCA  30BHIIIHIM
MTOCHJIAHHSAME Ha 00'€KTH B MeXaxX JOKyMeHTy XML, Ta
BOY/lyBaTH BMICT iHIIOTO (haiiiry. 37I0BMUCHUKH MOXYTh
CKOPHCTAaTHUCS MM  CIIOCOOOM Uil  YHMTaHHs
KOHQIICHIIITHUX HaHWX, [OCTYIy JO BHYTPIIIHIX
CHCTEM 1 HaBiTh BUMKHEHHS IIPOTPaMH.

5. Broken Access Control. binburicts Be6-101aTKiB
OOMEXYIOTh T€, 1[0 KOPUCTYBaul MOXYyTh 0auuTh abo
poOuTH, HE3aJIEIKHO BiJ TOTO UM OTPUMYIOTH BOHH JJOCTYTI
JI0 OCOOMCTUX JaHMX YH JI0 JaHHUX IHIIIOTO KOPHCTYBaya.
[Ipore JOCHTH YacTo MeXaHi3MH KOHTPOJIKO JIOCTYITY
MAlOThb CYTTEBI HEHOINIKH. 3JIOBMHUCHHK MOXKe OOIMTH IIi
3aco0u KOHTPOJTIO 200 37I0BXUBATH HUMH JUIS IOCTYILY /10
HECaHKI[IOHOBaHHUX JaHMX Ta (QYHKIH, TAKAX SK JOCTYII
JI0 OOJIIKOBHX 3aIUCIB iHIIMX KOPUCTYBAiB, MEPETIIATY
KOHQIIEHIItHNX  QaifmiB, 3MIHM JaHUX  IHIIAX
KOPHUCTYBaJiB, BHKOHAaHHS aJMIiHICTPaTHMBHHMX [ild Ta
iHTITE.

6. Security Misconfiguration. CepBepu Ta
MporpamMM MICTATh 0arato CKJIaJOBHX, SKi MOTPiOHO
MPaBWJIBHO HAJAIMTOBYBaTH. Lle CTOCyeThCs BCiX piBHIB
CTeKa ITporpam, BiJl omepawiiiHol CHCTEMH i MepeXeBUX
MPUCTPOIB 10 Beb-cepBepa 1 camoi Tmporpammu.
HamamryBanHs 3a 3aMOBUYYBaHHSAM HENOBHI a0o
creniaidbHi KOHQIrypamii MOXyTh 3aJUIIAaTH (Qaiin
HE3axXHUIIEHUMH (HalpUKIaa, YBIMKHEHO Mapoii 3a
3aMOBYYBAHHSAM, BIIKPUTI XMapHi CIyXOH, a TaKOX
YHCJICHHI 1HII He0e3MeyHl HaNaITyBaHHA, SIKi MOXYTb
JIO3BOJIMTH  3JIOBMHUCHUKOBI ~OTPHMAard JIOCTYI IO
CHCTEMH a00 JIaHHX).
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7. Cross-Site Scripting (XSS). BukopucroByroun
XSS, 3JIOBMHCHUK MOX€E 3MIiHIOBaTH BEO-CTOPIHKH, SIKi
iHIII KopucTyBayi Oayarh y Bamiii mporpami, Oyzae ToO
KpaJabkka iHpopMarii, Takoi sK mapoyli Ta KpeauTHi
KapTKH,  pPO3MOBCIODKEHHS  (IKTUBHUX  JTaHUX,
3aXOIUICHHS cecili KOpHCTyBaua, IepeHanpaBieHHsS Ha
IHIOWHA cafiT a00 BUKOHAHHS IUKIAJIMBHX CKPHITIB Y
Opay3zepi xkepTBH. LI Bpa3nmuBicTh MOXKE BHHUKATH, KOJIH
HEHaliiiHI TaHi BKIFOYAIOTHCS 0 BEO-CTOpPIiHKM abo 1o
BiZMOBiNI O3 HaNeXHOI NepeBipKH. 3JTOBMUCHHUK MOXeE
nonaBatu Gpopmu 3 pparmentamu HTML abo JavaScript,
sIKi BOYZIOBYBaTUMYThCS O€3II0CEpETHRO Ha CTOPIHKY Ta
BiJI0OpakaTUMYThCS Opay3epoMm.

8. Insecure Deserialization MoOXe I03BOJIUTH
aTaku IH'€KIH 1 eckajamiro TpuBiIeiB, 1 HAaBITH
NPU3BECTH 10 BIJAJAICHOTO BUKOHAHHS KOAY 1

3aXOIUICHHS cepBepa B INEBHUX CcHUTyauisx. bararo
JOJATKIB TOBHHHI cepiaii3yBaTd O0'€KTH 1 JaHI y
(dopmar, Skuii MOXKHA JIETKO TIepefaBaTH Ta 30epiraTi.
Konun monatox BiZHOBIIOE Hi 00'€KTH Haszalx y mam'sTh
LULIXOM  Jecepiamizanii  (opMaToBaHMX  JIaHHX,
OTPUMAHUX BiJ KOpHCTyBaya, MOXe OyTH 3IiHCHEHO
BTPY4YaHHsS B MaM'aTh 00'€kTa, a00 HaBiTh BUKOHAHHS 3
HOTro JOMOMOTOK TOBUTbHHUX (PYHKITIH.

9. Using Components with Known Vulnerabilities.
CyuacHe mporpamHe 3a0e3nedeHHS OuTblle HE €
MOHOJIITHMM — BOHO 3aBK/IU CKJIQIAETHCS 3 BCE OUIBIIOT
KIJIBKOCTI KOMIIOHEHTIB, ()pedMBOpKiB 1 0ibmioTek 3
BIIKPUTUM KOJOM. bBynb-fKki BimoMi Bpa3IHBOCTI,
BUSIBJICHI B IIMX 3aJIKHOCTSAX, MOXKYTh 0€3M0CepeHb0
BIUIMBATH Ha nporpamy. [HO/I 1ie NPU3BOIUTH 0 IHIINX
BPA3NMBOCTEH, SIKI MU PO3IISIHYJIH BHUILNE, TAKHX SK
IH'€KIIis, BiIIajicHe BHKOHAHHA KOOy a00 OyIb-saKwid
IHIIWH HEOOMIK, KM MOYKE JO3BOJIUTH 3JJ0BMHCHHUKAM
OTPUMATH JTOCTYII A0 KOH(DIACHIIHHNX JaHUX a0o0 il

10. Insufficient  Logging &  Monitoring.
HesBakarouu Ha HU3KY 3aX0/1iB 31 CTBOPEHHS a0COJIFOTHO
3aXMINEHOI CHCTEeMH BiJ] YCIX MOXIMBUX Hamais,
MOTPiOHO PO3YMITH, MO JEsKi aTaku NMPOUAYTHh 4Yepes
obopony. Criiika cuCTeMa 3aXHCTy Ma€ CKIamaTHCS 3
KiJIbKOX 1apiB. Lle 1acTh MOXKIIMBICTh BUSIBUTH aTaKH Ta
HIBHKO X TTOJIOTATH.

Jus 3axucty BeO-pecypciB OWASP pexomeHnye
TECTyBaTH iX TIPOTSATOM BCHOTO JKUTTEBOIO IUKITY
PO3pOOKH IPOrpaMHOro 3a0e3IeUeHHs, a TAKOXK BUIUISE
IIPY IbOMY TaKi OCHOBHI CKJIaJIOBi:

1. Understand the Threat Model. Ilepm Hix
IIOYaTH TECTYBAaHHS, MOTPIOHO PO3CTAaBUTH IPIOPUTETH,
BU3HAYUTH Ha 110 BaXKJIMBO BUTpauyaTH yac. HeoOximHO
pO3pOOHTH MOJEIb 3arpo3 Iepej TECTYBaHHAM — e
JIaCTh MOXITHUBICTh ITPABUIILHO PO3CTABUTH MPIOPUTETH.

2. Understand Your SDLC. ITinxig 10 TecTyBaHHS
Oe3neKn J0/JaTKiB Mae OyTH CYMICHHUM 3 JIFOJIBMH,
MPOLIECaMH Ta IHCTPYMEHTaMHU, SIKi BAKOPUCTOBYIOTHCS Y
KUTTEBOMY  IHUKIL  PO3POOJICHHS  MPOTPAMHOTO
3abesneuens (SDLC). IlpunymyBaHHsS 3aiiBUX 4H

JIOJTATKOBUX KPOKiB 3/1e01IBIITOTO 10 100pa HE TOBOIHTS.
HeoOxigHO BHKOPHCTOBYBAaTH YCi MOXKIIHBOCTI JUIS
30upanHs iHpopmanii mpo Oe3meKky Ta aKTUBHO il
BUKOPHCTOBYBATH.

3. Testing  Strategies.  IlorpibHO  00paTH
HalmpocTinry, HalIIBUANTY Ta HANTOYHINTY TEXHIKY I
NepeBipkn  KOKHOI BUMOTH. BpaxyBaHHS JIOJCHKHX
pecypciB, HeoOXimHe st OOpPOTHOM 3 TOMHIKOBHMH
MIO3UTHBHUMH HACIiAKaMH BUKOPUCTaHHS
ABTOMATH30BaHMUX IHCTPYMEHTIB.

4. Achieving Coverage and Accuracy. He
moTpiOHO TOYMHATH Bce TecTyBaTd onpasy. Ciix
30CepeuTICS Ha TOMY, IO BaXKIIHMBO, 1 PO3LIMPIOBATH
nporpamy nepeBipky 3 IIMHOM vacy. [1ix po3mupeHHsIM
MpOTpaMu TIEPEBIPKU PO3YMIIOTh PO3IMIMPEHHS Habopy
3axXHMCHUX 3ac00iB OE3MEeKH Ta pU3HKIB, SIKi aBTOMAaTHIHO
MepEBIPSIOTHCS, @ TAKOXK PO3LIMPEHHsI HA0OPY Hporpam
i API, sxi oxommoroTeCs. MeTa moJsrae B TOMy, 00
JOCATTH CTaHy, B SKOMY 3HiHCHIOEThCS Oe3mepepBHA
nepeBipka OCHOBHOI Oe3neku Beix nporpam i API.

5. Clearly = Communicate  Findings. Ilpo
pe3yIbTaTH TECTYBAaHHS MOTPiOHO IMOBITOMIISTH HiTKO Ta
e(eKTUBHO, y 3py4Hid Ta 3po3yminii ¢opmi. s
31ifICHeHHS epeBIpKU BeO-CalTiB Ha BPa3JIUBICTh € CEHC
CKaHyBaTH IX 3a JIOIOMOTOI0 TaKHX OE3KOIITOBHUX
iactpymentis: Scan My Server, SUCURI, Qualys SSL
Labs, Qualys FreeScan, Quttera, Detectify,
SiteGuarding, Web Inspector, Acunetix, Netsparker
Cloud, UpGuard Web Scan, Tinfoil Security,
Observatory Ta iu [8].

Hampuxknan, 3 gonomororo SUCURI npoTtectyemo
Oe3meunicTh caidTiB Amazon Ta «KHIBChKI €HEpreTHYHi
TOCITYTH», Pe3yNIbTaTH TECTYBaHHS MPOJIEMOHCTPOBAHO
Ha puc. 1 Ta 2 BiANOBigHO.

< C O @ ht

ucuri.net & Q % ® 0

« https://www.amazon.com

o No Malware Found
> ;
L Scan info

Q Site is not Blacklisted

Website Malware & Security Website Blacklist Status

Q e (]
o ]
@ [
@ ]
o
] Hi, Welcome to Sucuri! ﬁ
Talk to us right here! P
° Viidedigpuich.
© . e
®
Pucynox 1 — Pesynomamu ckanyganns canimy Amazon
3 donomoeoro SUCURI
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Jlerko Oaunmtm, moO calT Amazon € IIKOM BuCHOBKH
Oe3nmedyHnM, a  po3poOHMKam  caidty  «KuWiBChKi
CHEepPreTHUYHI TOCIyrn» Tpeba BXKHUTH 3aXOMiB IS
I IBUILIEHHS O0€3IIEYHOCTI.

IIpu CTBOpEHI Be0-/10/1aTKiB HEoOXiTHO
JOTPUMYBATHCS HU3KHU €IEMEHTAPHUX MPABHJI, TAKUX SK:
miabip Ta IMpaBUIbHE KOPUCTYBaHHSA MapOIIsIMHU; BHOIp
0e3IeYHOro XOCTHHI-TIPOBaiiiepa; peryispHe pe3epBHE
KOITII0OBaHHS; CTBOPEHHS Pi3HMX 0a3 TaHUX /IS KOYKHOTO
® R caiitry; BukopuctoByBatu HTTPS / TLS mua

mupyBaHHS JAHMX; MPAaBHIIBHO ITJKIIOYATH CEpBEp
Ml Yac HaJalITyBaHHS CalTy; HE BUKOPHCTOBYBaTH
HaJlaIITYBaHHS 32 3aMOBYYBAaHHSIM; BUMHUKATH (YHKIIII,
SIKi He BUKOPUCTOBYIOTHCS; IIOCTIHHUI MOHITOPUHT 3MiH
— BMICTy; CBO€YacHE OHOBJICHHS CaWTy BIJIIOBIJIHO O
OHOBJICHHSI TIPOTPAMHOTO 3a0€3MeYeHHs, Ha SKOMY BiH
TIPAIIO€; CTBOPEHHS 0araTomapoBoro 3aXucTy.
Jlis 3axucty BeO-IOAATKIB BiJi XaKEPCHKHUX aTak
HEOOXi/THO: BUKOPUCTOBYBATH IHCTPYMEHTH JIJIsl aHAITI3Y
3aXHIIEHOCT] (aBTOMAaTH30BaHi 3aCO0M), SKi BUKOHYIOTh
TECTH Ha NMPOHUKHEHHs, TOOTO HaMararoThCs 3JIaMaTH

< C O @& hitpsy/sitechecksucurinet W a w B O

Site Issue a Site is not Blacklisted

] Scaninfo

con

TLS Recommendations

BEO-CTOPIHKY 3a JONOMOTo0, Hampukiaa, SQL-iHekIil;
MOTPiOHO 3aXWINATH MPU3HAYCHI I KOPHCTyBaya JaHi

‘:"" ”'w“"' ! 3a gomomororo HTTPS; mepiogudHo Ta BYacHO
OHOBJIIOBATH IIPOrpaMHe 3a0e3NeUeHHs; IoNepeKyBaTH

Pucynok 2 — Pezynomamu ckanysanus caumy «Kuiecoki MiXCallToBUH CKpUOTHHI; TepeBipaATH Ta H(pPyBaTU
enepeemuuni nociyauy 3a donomozoio SUCURI [apoJii; KOHTPOJIIOBATH IIPOLEC 3aBaHTa)KeHHs (ailniB;

CTEXXHTH 32 MOBIJIOMIICHHSIMH TIPO TIOMUJIKY; TIEPEBIPSATH
Bci HaBeneHi cepicM MarOTh pi3HY HIBHJKIiCTH BXI1JIHI 1aHi; pO3MOAUISATH MpaBa AOCTYIy 10 (aiimiB.
TECTYBaHHS BeO-CaliTIB Ta BHIAIOTH PE3YIbTATH 3a
pI3HMMHM  KpUTEpisIMH, TOMY TpeOa 3AIHCHIOBATH
TECTYBaHHs BUKOPHCTOBYIOUH KiTbKa 3 HHX.
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1. OWASP Top 10 - 2017 The Ten Most Critical Web  Application  Security  Risks
https://www.owasp.org/images/7/72/OWASP_Top_10-2017_%28en%29.pdf.pdf
2. Web Application Security Statistics. Peosicum docmyny:

http://projects.webappsec.org/w/page/13246989/Web%20Application%20Security%20Statistics

3. State of Website Security in 2016. Pexcum docmyny: https://webmasters.googleblog.com/2017/03/nohacked-year-in-
review.html

4. LeBlanc J., Messerschmidt T. Identity and Data Security for Web Development: Best Practices 1st Edition O'Reilly
Media; (June 6, 2016) 204 p.

5. Khawaja G., Practical Web Penetration Testing: Secure web applications using Burp Suite, Nmap, Metasploit, and more
Kindle Edition, Packt Publishing; 1 edition (June 22, 2018) 294 p.

6. Marshall J., Hands-On Bug Hunting for Penetration Testers: A practical guide to help ethical hackers discover web
application security flaws Packt Publishing - ebooks Account (September 12, 2018) 373 p

7. Brooks C., Grow C., Craig P., Short D., Cybersecurity Essentials 1st Edition, Sybex; (October 5, 2018), 784 p.

8. 12 Online Free Tools to Scan Website Security Vulnerabilities & Malware Peocum odocmyny:
https://geekflare.com/online-scan-website-security-vulnerabilities/#SUCURI

9. JXKuposa T.O. Komenxo H.O. Ilpobnemu mecmysanns inmepgeiicy Web-0ooamxis. 30ipnux mamepianie IX
Miscnapoonoi kongepenyii monooux euenux «Monooi eueni 2018 — 6i0 meopii 0o npaxmuxuy. — [ninpo-Bapua : «/uxe [loney,
2018. — Cmop. 184-188.

10. Komenxo H.O., XKuposa T.O. besnexa Web-dooamxie // Kibepbesnexa 6 Ykpaini: npasosi ma opeanizayiini NUmanHsi :
mamepianu ceykp. Hayk.-npakm. kong., m. Odeca, 30 aucmonaoda 2018 p. — Ooeca : OYBC, 2018. — Cmop. 91-93.

11. Sullivan B., Liu V. Web Application Security, A Beginner's Guide 1st Edition, McGraw-Hill Education; 1 edition
(November 24, 2011) 352 p.

12. Shema M., Hacking Web Apps: Detecting and Preventing Web Application Security Problems 1st Edition, Syngress; 1
edition (September 12, 2012), 296 p.

Cmamms naditiwna 0o peoxoneeii 05.09.2019

103


https://webmasters.googleblog.com/2017/03/nohacked-year-in-review.html
https://webmasters.googleblog.com/2017/03/nohacked-year-in-review.html
https://geekflare.com/online-scan-website-security-vulnerabilities/#SUCURI

Vnpasninus pozsumrxom ckraonux cucmem (39 — 2019) ISSN 2219-5300

Hrouropa Hukouaii Uropesnu

KaHaumar TeXHUUECKHX HayK, JOLCHT, JOIEHT Kadeapbl HHGOpMaHOHHBIX TeXHOorHii, orcid.org/0000-0003-4713-7568
Kueesckuii hayuoHnanshwlil ynusepcumem cmpoumenvcmea u apxumexkmypul, Kues

Kpusopyuxko Enena BiaagumupoBHa

JIOKTOp TEXHHYECKMX HayK, Ipodeccop, 3aBeAyloIlui Kadeapoil NporpaMMHON HHKCHEpHH U KHOepOe30IIacHOCTH,
orcid.org/0000-0002-7661-9227

Kueesckuii nayuonanshwvlil mopeogo-skonomudeckuii ynueepcumem, Kueg

KupoBas TarbsiHa AjleKCaHAPOBHA

Kanmunar memarormyeckux HaykK, CTapIIdi IperogaBaTens Kadeapsl IPOrpaMMHON HH)KEHEpHH U KHOepOe30IacHOCTH,
orcid.org/0000-0001-8321-6939

Kueesckuii nayuonanshwvlil mopeogo-skonomudeckuti ynueepcumem, Kueg

Kortenko Haranbs AjnlekceeBHa

Kanmunar memarormyeckux Hayk, CTapIidi IperogaBaTenb Kadeapsl IPOrpaMMHOI HHXKEHEpHMH M KHOepOe30ITacHOCTH,
orcid.org/0000-0002-2675-6514

Kueesckuii hayuonanshwvlil mopeogo-skonomudeckuii ynueepcumem, Kuee

COBPEMEHHBIE TEXHOJIOI'NA TECTUPOBAHUS U 3AIIUTHI BEB-CTPAHHUIL

Annomayusn. Hcnonvszosanue eeO-cmpanuy npaKxmudecku 60 6cex cgepax coepemenno2o obwecmea npugooum K
NOBLIULEHUIO UX KAYeCmBd KAK ¢ MOYKU 3PeHUsi NOIHOMbL U YOOOCMEa KOHMeHmd, mak u ¢ moyku spenusi 6ezonachocmu. Ananu3
6ezonacnocmu 6e6-cmpanuy NO3801UN 8bloeumb ciedyrouue yeposvl: Injection,; Broken Authentication, Sensitive Data Exposure;
XML External Entities; Broken Access Control; Security Misconfiguration; Cross-Site Scripting; Insecure Deserialization; Using
Components with Known Vulnerabilities; Insufficient Logging & Monitoring. [lpoananusuposanvl memoosbi 60pboObl ¢
nepeuuciennbiMu yeposzamu. Pexomenoyemes ocywecmensms nposepky 6e6-catimos Ha ysi36UMOCHb € ROMOULbIO MAKUX CKAHEPOS:
Scan My Server, SUCURI, Qualys SSL Labs, Qualys FreeScan, Quttera, Detectify, SiteGuarding, Web Inspector, Acunetix,
Netsparker Cloud, UpGuard Web Scan, Tinfoil Security, Observatory.

Kniouesvie cnosa: Beo-cmpanuya; yazeumocmu Bed-cmpanuy; yzposvt 6ezonacnocmu Beo-cmpanuy; uncmpymenmol
ona ananusza 3awuuiennocmu Beo-cmpanuy; mecmuposanue Beo-cmpanuy

Tsiutsiura Mykola

PhD (Eng.), Associate Professor, Department of Information Technology, orcid.org/0000-0003-4713-7568
Kyiv National University of Construction and Architecture, Kyiv

Kryvoruchko Olena

DSc (Eng.), Professor, Head of the Department of Software Engineering and Cyber Security, orcid.org/0000-0002-7661-9227
Kyiv National University of Trade and Economics, Kyiv

Zhyrova Tetiana

Candidate of Sciences in Pedagogy, Senior Lecturer of Program Engineering and Cybersecurity Department,
orcid.org/0000-0001-8321-6939

Kyiv National University of Trade and Economics, Kiev

Kotenko Nataliia

Candidate of Sciences in Pedagogy. Senior Lecturer of Program Engineering and Cybersecurity Department,
orcid.org/0000-0002-2675-6514

Kyiv National University of Trade and Economics, Kiev

MODERN TECHNOLOGIES FOR WEB PAGE TESTING AND PROTECTION

Abstract. The use of web-pages in almost all spheres of modern society results in the need for improvement of their quality
both in terms of content completeness and convenience and security. An analysis of current threats to the security of web-pages
allowed to distinguish the following: Injection; Broken Authentication; Sensitive Data Exposure; XML External Entities; Broken
Access Control; Security Misconfiguration; Cross-Site Scripting; Insecure Deserialization; Using Components with Known
Vulnerabilities; Insufficient Logging & Monitoring. Methods to prevent the listed threats have been analyzed. It is recommended
to scan websites for vulnerabilities with such scaners as Scan My Server, SUCURI, Qualys SSL Labs, Qualys FreeScan, Quttera,
Detectify, SiteGuarding, Web Inspector, Acunetix, Netsparker Cloud, UpGuard Web Scan, Tinfoil Security, Observatory.

Keywords: Web-page; Web-pages vulnerabilities; security threats to Web-pages; tools for analyzing security of Web-pages,
testing of Web-pages

104



Ingpopmamuszayin suwoi oceimu

References

1.  OWASP Top 10 — 2017 The Ten Most Critical Web Application Security Risks [electronic source]
https://www.owasp.org/images/7/72/OWASP_Top_10-2017_%28en%29.pdf.pdf

2. Web Application Security Statistics. [electronic source]
http://projects.webappsec.org/w/page/13246989/Web%20Application%20Security%20Statistics

3. State of Website Security in 2016. Peoxcum docmyny: https://webmasters.googleblog.com/2017/03/nohacked-year-in-
review.html

4.  LeBlanc, J., & Messerschmidt, T., (2016). Identity and Data Security for Web Development: Best Practices 1st Edition
O'Reilly Media; (June 6) 204 p.

5. Khawaja, G. Practical Web Penetration Testing: Secure web applications using Burp Suite, Nmap, Metasploit, and more
Kindle Edition, Packt Publishing; 1 edition (June 22, 2018) 294 p.

6. Marshall, J. Hands-On Bug Hunting for Penetration Testers: A practical guide to help ethical hackers discover web
application security flaws Packt Publishing - ebooks Account (September 12, 2018) 373 p

7. Brooks, C., Grow, C., Craig, P., & Short, D., (2018). Cybersecurity Essentials 1st Edition, Sybex; (October 5), 784 p.

8. 12 Online Free Tools to Scan Website Security Vulnerabilities & Malware [electronic source]
https://geekflare.com/online-scan-website-security-vulnerabilities/#SUCURI

9.  Zhyrova, T., & Kotenko, N., (2018). Problems testing the interface of Web-based applications. Collection of materials of
the IX International Conference of Young Scientists "Young Scientists of 2018 - From Theory to Practice". — Dnipro-Varna: "Wild
Field". — P. 184 — 188.

10. Zhyrova, T., & Kotenko, N., (2018). Web-Application Security // Cyber Security in Ukraine: Legal and Organizational
Issues: All-In-One Materials. sci. pract. Conf., Odessa, November 30. — ODUPS, 2018. — P. 91 — 93.

11. Sullivan B., Liu V. Web Application Security, A Beginner's Guide 1st Edition, McGraw-Hill Education; 1 edition
(November 24, 2011) 352 p.

12.  Shema M., Hacking Web Apps: Detecting and Preventing Web Application Security Problems 1st Edition, Syngress;
1 edition (September 12, 2012), 296 p.

Mocuanus Ha nyoJiKkanio

APA Tsiutsiura, Mykola, Kryvoruchko, Olena, Zhyrova, Tetiana, & Kotenko, Nataliia, (2019). Modern technologies for
Web-page testing and protection. Management of Development of Complex Systems, 39, 100 - 105;
dx.doi.org\10.6084/m9.figshare.11340671.

JACTY Lioyiopa M.1. Cyuacni mexnonoeii mecmysanus i 3axucmy Beb-cmopinok [Texem] / M1 Lioyiopa, O.B. Kpusopyuxo,
T.0. XKuposa, H.O. Komenxo Il Ynpaeninus pozeumrxom cxraonux cucmem. — 2019. — Ne 39. — C. 100 — 105;
dx.doi.org\10.6084/m9.figshare.11340671.

105



